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MoreHHIKH UIIYT BCE HOBBIE M HOBBIE CIIOCOOBI OOMaHa, YTOOHI 3aBIAJCTh
4y)XKUMH JeHbramu. JlJisi COBepIleHHs OCHOBHBIX BHOB KHOEPHPECTYIJICHUH -
BUIIMHTA ¥ (UIIMHTA - OHU CTPEMATCS 3aBIAJETh HOMEPaMH OCIIOPYCCKHX
TOJTE30BATEJIeH B MECCEHIKEpax, B OCHOBHOM Viber.

Yyskue Oenopycckre akKayHThl B MECCEHDKEPEe HYKHBI MOIICHHUKAM, YTOOBI
¢ Oonblieil yOeqUTENbHOCTBIO BBOJWTH B 3a0NyXICHHE MOTCHIMAIBHBIX JKEPTB,
MPEACTABISISICh  COTPYIHHKaMu  Oenopycckoro 0aHKa, MPaBOOXPAHUTEIBHBIX
OpraHoOB WJIH IPOCTO a0OHEHTaMH OIepaTopa CBSI3H.

VIBER [lns 3aBmameHnss HOMEpPOM MOIICHHUKH pAacChUIAIOT B dYaTax H
coobmecTBax Viber cooOmeHne co CCBUIKOM, Npeiaralieid IOoMy4duTb BaM
HYXHYI0 HHpopManuio ((peiKoByI0 HOBOCTb, NMPEIJIOKECHHE O IOAPAOOTKE HIIH
CBeNICHHS 00 yCIeBaeMOCTH Bamero peOeHka). B cchuike 00s3aTeNbHO conepKaTCs
cnoBa WWw.viber.com/activate secondary/***. 3to u ecTh MapKep MOIICHHUYECKON
ccputkn. [locne mepexoa Mo Takoil CChIIKE IOJIB30BATENh CaM IaeT pa3pelieHue Ha
JOCTYyIl K CBOeil yueTHOW 3amucu B Viber Ha mpyrom ycrtpoiicTBe. 3amoiyduB
YUYETHYIO 3alHCh, MOLIIEHHUKH MMEIOT BO3MOXKHOCTh YHTATh IEPEHHCKY, CKAUNBATh
nHdopmanuio, Harmpumep, Gororpaduu WIM AaHHBIE OAHKOBCKHMX KapTOUCK, WU
OCYIIECTBIISITh PACCBUIKY TaKMX K€ COOOLICHMI BCEM KOHTAaKTaM ISl 3aBJIAJCHUS
JIPYTHMH YYETHBIMH 3aITUCSIMHU.

Ecau BB mpepocTaBuiin MOIIEHHUKAaM JOCTYIl K CBOEW yUETHOM 3alucH Ha
JPYTOM YCTPOWCTBE, HEOOXOJAUMO KaK MOXKHO OBICTpee ero JAeakTHBUpPOBaTh. s
9TOTO HYXHO OTKPBITH Viber Ha cBoeM yCTpOMCTBE, HaXKaTh HA KHOMKY B HIXKHEM
npaBoM yriy «Emé», 3aiitu B «Hactpoiiku», motom B «YYETHYIO 3amucCh»,
«KoMmbproTepsl W TUIAHUIETB) M JIEAKTUBUPOBATH YYETHYIO 3allMCh Ha JIPYTUX
yCTpOWCTBAX.

Yro0bl He CTATh JKEPTBO Jpyrux KuOepnpecTyIVIEHUi, CBS3aHHBIX C
XUIIEHUSIMU JIeHEKHBIX CpPeICcTB, He00X0AMMO TMOHMMATH KaKHe CXeMbl
HCIOJIB3YIOT 3JI0YMBIIIJIEHHUKH M KaK yoepeub cedsi OT MOCJeICTBHIA.

Bot camble pacnipocTpaHeHHBIE cXeMbl 00MaHa.

BULIWHT

MonieHHUKH 3BOHSAT, BBIAAIOT ce0s 3a cOTpynHuKa 6anka. [Toutn Bcerna oHn
3HAIOT Bame uMsl. [Toa mpeaIoroM OTMEHBI KaKOW-TMO0 omepauy ¢ AeHbraMu WiIn
BO3BpaTa (COXpaHEHHS) CIy4alHO CIMCAHHOM CYMMBI BBIMAHHMBAIOT y BAac JaHHEIC:
HOMEp, CPOK JCUCTBUS M CEKPETHBIM TPEX3HAUYHBIH KOJ Ha 000pOTE IIaTEe:KHOM
KapThl. Mcnonb3yst 9TH cBEeAEHUs, IEPEBOIAT AEHBIU ceOe Ha CYer.


http://www.viber.com/activate_secondary/***

Wnu npeanaraloT yYCTaHOBHUTH IPOrpaMMy SKOOBI JUIS OTMEHBI TaKHX
olnepanyii M Ha3BaTh KOJ ee perucTpauuu. Ha camom nene sta mporpamma ajis
yIaJeHHOTo JOCTyIIa K BallleMy yCTPOHCTBY. Ona HO3BOJISICT
3JI0YMBIIICHHHKAM BOMTH B Ball MOOWIBHBIH OaHKMHI W HOXUTUTH NECHBIH C
BaIllero CYeTa MK Jaxke 0POPMHUTH Ha Bac OHJIAWH-KPEINT.

WHorma K pasroBopy  IOIKJIIOYAIOTCS  COOOLIHUKH,  KOTOpPBHIE
NPECTAaBISIOTCS COTPYIHUKAMHI MIJIMLIUK WM CICACTBEHHBIX OPTaHOB, U MPOCST
MOMOYb Pa300JIaunTh MOIIEHHNKA B OaHke. {1 3TOro Heo0XoAuMO OpOPMHUTH B
HECKOJIBKUX OaHKaX KPEAWTHl M IOJIy4eHHBIC NEHBI'M BPEMEHHO IEPEBECTH HA
SKOOBI «CIICHUATbHBIA 3aIlUICHHBIA cyeT». [Ipn 3TOM MOLICHHHUKH HOCTOSHHO
YICPKUBAIOT CBOIO KEPTBY «HA KPIOYKE» -- HE NAIOT 3aKOHYHUTH PasroBOP, YTOOBI
OJyMaTbCsl, NMO3BOHUTH WM IIOTOBOPUTH C PONHBIMH, a TaKKe CIBIIATH YTO
HPOUCXOIUT BOKPYT U MOCTOSIHHO ACPXKaTh YEJIOBEKA B CTPaXe U HANPSIKCHHH.

YroOBl He cTaTh JXKEPTBOW KHOEPHPECTYNHUKOB, B CIy4ae MOCTYIUICHUS
3BOHKA M3 OaHKa, CJICAYET 3aKOHYUTh PA3rOBOP U CaMOCTOATENEHO IEPE3BOHHUTD B
0aHK 10 HOMepy Ha 000pOTe INIATS)KHOW KapThl ¥ YTOYHHUTH BCE JIH B MOPSIKE C
BaIlIM CYETOM.

Y0051 3allIMTHUTDH ce0s OT 3BOHKOB a0OHEHTOB HE BHECEHHBIX R BSTIIY
Te.]'led)OHHVIO KHHUT'Y, BBl MOXCTC HACTPOUTH «3aIIUTY OT JIMITHUX 3BOHKOB),

B Viber nocnenoBarensHo HaxaTh «emé», «Hacrtpoiikuy», «BbI30BBI H
COOOIICHN», MOCTABUTh TAIIOYKY HANPOTHB «3alluTa OT JIMIIHUX 3BOHKOBY». B
cilydae TOCTYIUICHHS 3BOHKAa C HEW3BECTHOTO HOMEpa, OH IOKAXKeTCS Kak
HEOTBEUEHHBIN, IPU HEOOXOJUMOCTH, BBl CAMU CMOXKETE NMEPE3BOHUTD.

OULLIMHIT Eme omuH cnoco®, Korna MOLIEHHUKHM —3aBJIafEBaOT
HEPCOHANLHBIMU JAHHBIMHU U COBEPLIAIOT XUIEHHE JEHEKHBIX CPEICTB.

MoIIeHHUK TOYHO KOIMPYET HACTOSLIMH M CO3/aeT (PUIIMHIOBBIA CaiT.
Yamie Bcero mojienbiBatoT moutoBsle cepBuchl (KYDAP, Benmoura, EBponoura,
CZIOK), Ho mHorAa M miarexxHble cucteMbl 6ankoB (OAO «bemapycoank», OAO
«benArpollpombank»), cepBrcoB ormatsl (OMIETOB TeaTpa, apeH/Abl KaIbsSHHOM).
MurepHer-aapec B Ha3BaHUM NIOXOK HA HACTOSLIMMI, HO €CTh OTIMYME B Ha3BaHUU
nnu gomeHe. [lamee muceMa, conepkaniue (UIIMHTOBYIO CCBUIKY, PacChUIAIOTCS
MOTEHIMATbHBIM ITOTEPIIEBIITNM.

CchIIKM Ha TOAJICNBHBIE CTPAHMIIBI YacTO IPHUCBUIAIOT B MECCEHIDKepax
MpO/aBllaM TOBAapOB C CAWTOB OOBSBICHWHA SKOOBI IS IMOJMYYECHHS aBaHCa 3a
NpoJiaBaeMblil TOBap MM 0POPMIICHHS TOCTABKH KyphEPOM.



OUIIMHIOBBIE CTPAHHIIBI COAEPIKAT CBEACHHS O TOBApe, MMOBTOPSIIOT (pUPMEHHBIM
CTWJIb W CEpPBUCHI caiiTa, Hampumep, OHJIAWH-KOHCYJIBTAHT. 3JIOYMBIIIJICHHHK
CTPEeMUTCSl TOJyYUTh BCE [AHHBIC KapThl, B TOM YHCIE TPEX3HAYHBI KOI C
00paTHOW CTOPOHBI, a TAKXKE CMC-KOJbI OT OaHKa WIIK JAa)Ke JIOTHHBI U MAPOJIH JIJIs
BXosa B IHTepHET-0aHKUHT. DTH JaHHBIE TIO3BOJISIFOT €MY TIEPEBECTH BCE JICHBIH C
KapThl BIaleNblia, a B Ciiydae repeaddl WACHTUPUKAITMOHHOTO (JIMYHOTO) HOMepa
nacrnopra opOpMUTH OHJIANH-KPEIHT.

THpumepor puwunzosvix cmpanuy: belpochta. by, bellpost.by, belpochi.by,
belpost.be, europocha.be, kufar.cc, bel-bank,online.by u nooo6uwie.

Yrobbl He CTaTh KEPTBOHM KHOEPHPECTYIMHWKOB, Mepe/l COBEPIICHUEM

IJIATe)KEH caMOCTOSATEIIbHO 3aﬁgHTe Ha O{l}I/IgI/IaHLHHI\/’I CaWT 6aHKa, YK€ € HEro

epeiIuTe B CBOM JIMYHBINA KAOMHET.

[epexonnte B WHTEPHET-0AHKUHT TOJHKO ¢ OGHUIMAILHOTO caiita OaHKa, a
HE 110 CChLIKAM, JIA)Ke U3 MOUCKOBBIX CUCTEM.

IloMHMTEe, YTO IS HOJYYCHHS OIUIAThl HUKOINAa He Tpebyercss BBOAWTH
TPEX3HAYHBIN KO ¢ 000POTHOMN CTOPOHBI KAPTHI.

B wuHTEepHET-ampece OeNOPYCCKUX OpraHU3aIMid IOCTe MOCICAHEH TOYKU
00s13aTeNbHO J0/KEH OBITh JoMeH BY), a 3a HUM HakjIoOHHAs yepTa *** BY/**

ITAPOJIN TlomyuuB IOCTYyN K aKKayHTY TOJIB30BaTeNs B COLICETH (METOAOM
mogbopa  mapoii WM BPEJOHOCHOTO  IPOTPaMMHOTO  OOecreueHwHs),
3JI0yMBIIIJIEHHUK OCYIIEeCTBJIAET PACCHUIKY COO0IeHNii HHTePHeT- APY3bsiM U
JKIeT OTKJIMKA, y0esknaeT IO Pa3HBIMH NpPeNJOraMH IepenaTh JeHeKHbIe
cpeAcTBa MM KOHGUIEHUHANbHYI0O MHPOpPMALMIO, Hanpumep, ¢oTorpapuun
WJIM IaHHble 0AHKOBCKOI KapThl.

YcraHaBnMBaiiTe CIOXHBIE ITAPOJIH, UCTIONB3YIHTE UL 1 OYKBBI Pa3sHOTO
perucrpa.

HoaxmounTte 1BYX(AKTOPHYIO ayTEHTH(GUKALNIO - «IPUBSDKUTE)» CBOU
AKKayHT K HOMepy Tesie)OHa, Bl CBOEBPEMEHHO MOIYYUTE COOOIIEHHE O TOMbITKE
BXOJIa B Balll aKKAyHT C JIPYIOI'O YCTPOicTRa.

Ecnu BaM npuIio muckMo OT BaIIeTo Apyra ¢ HDOCB60ﬁ; OJOJIKHUTH ACHBI'H,
V6CJII/ITCCB, YTO O5TO HMMCHHO OH npucJal COO6I_[I€HI/IG H_HYXJA€TCsS B Balllei

OoMOIIu.




OBIIME PEKOMEHJAIIMU T10 3AIIMUTE ITEPCOHAJIBHBIX JIAHHBIX OT
KUBEPIIPECTYITHUKOB

. Huxomy He noBepsTh mo TeneOHY W HHU MOJA KAKMM IPEIUIOTOM He
nepeaBaTh HOMEp OaHKOBCKOM KapThl, CPOK JNEHCTBHS, TPEX3HAUHBINH CEKPETHBIH
KOJ Ha 000pOTe, JIOTHHBI U TAPOJIN TOCTyTIa K OaHKUHTY, CMC-KOJBI OT OaHKa.

. Honmxmrounts yemyry «3D  Secure» (oOs3aTenpHOE  MMOATBEPXKICHUE
oreparuii B cet IHTEpHET cMc-KoAaMu OT OaHKa) M HUKOMY He IepeaBaTh KOJbI
(He BBOIUTH Ha CTPAHHUIIAX).

. [Tpu mocTymieHnU 3BOHKA OT PabOTHUKA OaHKa MM COTPYAHUKA MUJIHLIUH,
3aKOHYHTH Pa3roBOP M CaMOCTOSTENILHO EPE3BOHNTD B 0aHK MIJIM MUJIULHIO.

. He ycTanaBnuBath mporpaMmel O yKa3aHHUIO HE3HAKOMBIX JIULL.

. He nepeBoanTh AE€HBIH MO YKa3aHMIO, MOITYYCHHOMY MO Tene(OHy Jaxe OT

paboTHUKOB OaHKA YT MUJIHIINH.

. YcraHoBuTh B Baiibep 3amuTy OT HexelaTeldbHbIX 3BOHKOB. [lpu
MOCTYIUICHUH 3BOHKAa OT aOOHEHTa, HE BHECEHHOTO B TeJIC(OHHYIO KHHTY, BBI
YBUIUTE MPOMYIIEHHBIH 3BOHOK M, €CIH HYXHO, CMOXKETE CaMHU IEPEe3BOHUTH.
(Viber —> Eme —> Hactpoiiku —> BrI30BBI U cOO0OIIEHHs —> 3amura OT
JIMITHAX 3BOHKOB).

. Hcnonp3oBaTh OTHENBHYIO IUIATEKHYIO KapTy [JId OHepauuil B CETH
WHTepHeT 1 XpaHUTh Ha HEH CyMMY, KOTOPYIO BbI IUIAHUPYETE IOTPATUTD.

d HacTtpouTh orpanudenust mo CBoei OCHOBHOI 0aHKOBCKOM KapTe: BHICTABUTH
3ampeThl Ha TMpoBeAeHUE omepanuii B VIHTepHETE, YCTAHOBUTh MaKCHMAaJlbHBIC
CYMMBI PacxXoJI0B B JIeHb (HEIEII0, MECSII).

. IIpoBepsATh aapec W JOMEH CTPaHHULBI, HAa KOTOPOM BBOAUTE JAHHBIE
IUIaTEXHOM KapThl. B aapece caiita GenoOpycCKUX OpraHuM3amuil 00s3aTelbHO
mociie MMEHW calTa JoJbkeH OBITh KopoTkuit jgomen (BY), a mocime Hero
HaKJIOHHas uepta (*** by/***),

. TiaTenbHO MPOBEPATH aJpec caiita Ha HAMYHE «OIMEYaTOK» — 3TO MOXKET
ObITh KOMUSI OPHUIMATHLHOTO Pecypca, CIENUATbHO CO3AaHHOTO Ui BBEJICHHS B
3a0yKICHUE.

VYnpasieHue 1o NpoTUBOAEHCTBUIO KHOESPIPECTYITHOCTH
KpuMHuHANBHON Munniin Y B/l Burebckoro
oOmcnonkoMa



